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Tai liéu nay dudc bién soan bai:

HUYNH GIA PUC - Lién doan Gia Long - Chau Sai Gon

- PAO NGUYEN HANH NGUYEN - Lién doan Gia Long - Chau Sai Gon

Hiéu dinh: Tran Nguyén Anh - Nguyén Vly Trudng Thy - Nguyén Hoang Bao Huy

* BG tai liéu "Hudng ddn tham gia JOTA-JOTI 2021" do cac thanh vién thudc du &n Youth Force 2021 & Ban dai
dién Hudng dao sinh tré Viét Nam thuc hién, duéi su’ chdp thuén cua Uy ban sinh hoat Jota-Joti quéc gia nhdm
ho trg cac don vi trén ca nudc tham gia Trai hop ban truc tuyén thé gidi Jota-Joti 2021. Cac ndi dung dugc

ﬁph/én dich tir ngudn tai liéu chinh thic cta T8 chirc Hudng dao thé gidi va sé dugc tiép tuc dinh chudn bd sung

bdi cac uy ban chuyén mén cua Héi déng Hudng dao qudc gia trong tuong lai.
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Tai liéu nay cé thé dugc cdn nhic s dung va thiét ké nhu phdn tham khdo bdng Tiéng Viét, giup quy Trudng
don vi hoan thanh khéa hoc truc tuyén va dugc cdp ching chi "An toan khdi nguy hai trén khéng gian mang”
(Safe From Harm during online Certificate) bt buéc ma WOSM yéu cédu, khi cac Trudng dai dién ding tén dang
ky tham gia Jota-Joti cho don vi hodc doan sinh cua minh.
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I. MUC TIEU

Muc dich: Gigi thiéu cac Huynh trudng vé ndi dung An toan khdi
Nguy hai va An toan truc tuyén dé chuén bi cho su kién
Jota Joti 2021

Muc tiéu: Gilp ngudi doc nam dudc:

- C6 cai nhin tdng quan nhét vé Chinh sach An toan khoi Nguy hai
clia Td chiic Phong trao Hudng Pao Thé gidi (WOSM).

- N&m dudc cac ndi dung vé An toan truc tuyén.

- Pugc chuadn bi d& hoan thanh khéa An toan truc tuyén cla
WOSM.

- Ti€p can dudc vdi cac tai liéu chuyén sadu hon vé An toan khoi
Nguy hai.

II. TONG QUAN VE AN TOAN KHOI NGUY HAI - SAFE FROM HARM

1. An Toan Khdéi Nguy Hai (Safe from Harm) la gi?

“Chinh sach An Toan Khoi Nguy Hai (Safe from Harm policy) la tap hgp
cac hanh déng va quy trinh dugc thiét k& dé€ dam bao rang moi ngudi
tham gia vao Phong trao Hudng dao déu cé trach nhiém va cam két
bao vé tré em va thanh thié€u nién, bén trong hoac bén ngoai Phong
trao, d&€ moi ngudi cé thé cam thay an toan, bat c(r 1uc nao.”

T6 chuc Hudng dao Thé gidi (WOSM)

2. Mot s6 khai niém chinh

Nguy hai Tac ddng béat Igi nao ddi véi thé chat, tinh than hodc tdm
(harm) ly va tinh toan ven cia mot ngudi.

Lam dung Bao gdm béat c diéu gi ma cac cd nhan hodc t6 chirc lam,
(abuse) hoac khéng lam, diéu d6 anh hudng truc ti€p hoac gian

ti€p gay hai cho tré em va thanh thiéu nién hoac lam
anh huéng dén tuong lai su phat tri€én an toan va
lanh manh cua doan sinh & tudi trudng thanh.

- Lam dung vé thé chét.

- Lam dung vé tam li / tinh than.

??éo vé treé Cach ti€p can cé hé théng dé ngdn ngura va phan Ung

em-vé thanhl| v3&i cic tinh hudng cé thé anh hudng dén sic khoé, su
thiéu nién phat trién va su an toan cla tré em va thanh thi€u nién.
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3. Cac linh vuc cua An Toan Khdéi Nguy Hai

Chuong trinh thanh thiéu nién (Youth Programme): Cac chinh
sach ho trg va dam bao Phuaong phap Huéng Pao dudc s dung dang cach
dé tao moi trudng phat trién lanh manh va an toan cho Thanh thiéu nién.

Ngudi Ién trong Phong Trao (AiS): Cac chinh sach diéu chinh viéc
lra chon, hudng dan va vai tro cia Ngudi I6n trong Phong Trao.

Cau tric (Structure): bam bao moi ngudi déu biét cach gilr cho toan
bé cdu tric t6 chic dudc lanh manh, dau cé su khac nhau trong van hda
vé nén tang té chic gilta cac qudc gia.

Su kién Huéng Pao (Scout Events): Dam bao toan bo qua trinh xay
dung va thuc hién cac su kién Hudng Pao déu an toan cho cac Thanh
thi€u nién. DPay la linh vuc dudc coi la cot 10i cia chinh sach An Toan Khoi
Nguy Hai.

III. AN TOAN TRUC TUYEN
1. Tai sao ching ta can quan tam dén An Toan Truc Tuyén?

Truc tuyén an toan cé nghia la cac ca nhan dang bdo vé ban than va
nhirng ngudi khac khoi cidc nguy cd va tac hai truc tuyén cé thé gdy nguy
hiém cho thong tin c& nhan cua ho, dan dén giao tiép khéng an toan hodc
tham chi anh huédng dén sic khoe tinh than va sirc khée cua ho.

Bén canh r&t nhiéu cdc co hdi va ndi dung bé ich ma internet mang lai,
viéc sir dung nod cling di kem vdi nhiéu rui ro, bao gobm cac méi de doa
ddi véi dir liéu cd nhan, va bao mat. Mot sd ngudi cd thé dang co y
dinh xau, tat cad chung ta can phai nhan thic dudc diéu nay va biét cach
chd déng phong tranh.
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2. C6 nhirng nguy hai nao trén moi truong truc tuyén?
a. Noi dung khéng lanh manh & Bao vé dir liéu
(Inappropriate content and protect data)
NOi dung khong lanh manh

Mac du cé rat nhiéu néi dung tuyét vai trén Internet, nhung cling cé noi
dung, bao gém hinh &nh @6 hoa, video va tir ngll, cé thé khién ban cadm
thdy khdé chiu vi li do bao luc, tinh duc, khiéu dam hoac khong lanh
manh. Nhiing néi dung nay ton tai khap ngi trén Internet, va ban can
phai trénh va bdo cho cha me hodc ngudi giam hd cua minh khi bat gap.

Thong tin ca nhan

Co6 hang ty ngudi sir dung Internet va thong tin ngay nay da tré nén rat
dé tiép can hon, bao gdbm ca thdéng tin cd nhan vé moi ngudi. Day 1a ly do
tai sao ban phai than trong trong viéc bdo mat dit liéu va cai dat mang xa
hoi ciia minh.

P& giltr an toan, ban khéng bao gi& chia sé truc tuyén thdng tin cé
thé nhan dang ban, ngay ca véi nhirng ngudi ban tin tuéng. Déi khi,
di liéu truc tuyén cé thé dudc chia sé rdng rai hon ban tudng hodc bi
nhitng ké hack tai khoan truy cép dé 18y cép théng tin. Néu ban can chia
sé thong tin cd nhan va&i ban be, tét nhat ban nén lam diéu dé ngoai
tuyén (offline).

b. Nguy hai trén mang xa héi (Social media)
LGi n6i cam thu trén mang xa hoi
Mang x& hdi 18 mét cach tuyét vdi dé giao ti€p vGi ban bé va gia dinh,
nhung né ciing la khdng gian ma mét sd ngudi sir dung dé dua ra nhiing
binh ludn géy tén thuong. Viét mét cai gi do tao ra su cdm ghét, si nhuc
hodc phan xét ciia ngudi khac 1a khéng thé chdp nhan dudc.

Gap gd ngudi khac trén mang xa hoi:

Ban cd thé gdp g8 va trdo chuyén nhirng ngudi méi trén mang xa hoi.

That khong may, khong phai tadt ca moi ngudGi déu cé y dinh tét. Mot s6 co
T == th& mudn 14y Iong tin cda ban d& lam tén thudng ban. That khé dé biét ai
do la ai tir phia sau man hinh.

Ban khéng nén chdp nhan IGi mdi két ban hodc theo d&i tu nhiing
ngudi ban khong biét trén mang xa hoi. Ban phai canh giac, vi ban khong
bao gid thuc sy biét ai ditng sau man hinh. Ngay ca khi ban nghi rdng

/ minh biét nguGi do, tét nhat ban nén ki€m tra ky xem dé cé phai la tai
khoan trung lap khéng, li€u ban co dang nhan dugc tin nhan bat

thu’c‘fng tur ho_hay c6 nghi ngd hay khong. Xem xét kha nang ai dé co6 y
\6 x&u co thé ding sau bat ky tai khoan nao.
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Hay nhd, nhirng diéu ban dang la cong khai!

Moi th& ban dang trén phudng tién truyén thong xa hoi cia minh sé
dudc hi€n thi cho tat ca nhitng ngudi ban c6 Ia ban bé va ddi khi véi ca
ban bé clia ho hodc cé thé vai bat ky ai.

Khi dadng, hdy nhdg rang tat ca thdng tin ban chia sé (video, hinh anh,
danh tinh) bdy gid sé& co trén Internet va cé thé & dé ngay ca khi ban
nghi rang ban da xéa né. Théng tin nay c6 thé& bi ngudi khac 18y va sur
dung dé chéng lai ban, thdm chi cho cdc muc dich bat hgp phap.

Ludn kiém tra va kiém tra lai m&c do thong tin mang xa hdi cua
ban dudc ti€t 10 cho cong chung thong qua cai dat quyén riéng tu cua ban
va han ché ching cang nhiéu cang tét.

Ban nén luén suy nghi trudc khi chia se.

c. Bat nat trén mang (Bullying on Internet)

Bat nat trén mang 1a mot hinh thdc bat nat dién ra trén cac thiét bi k¥
thuat s6 nhu dién thoai di dong, may tinh va may tinh bang.
Bat nat trén mang xay ra khi ai dé dang, chia sé hodc gui néi dung tiéu
cuc, co hai, sai su that hoac khong tot vé ngucdi khac.
N6 cling bao gom viéc chia sé théng tin cd nhan hoac théng tin riéng tu
vé ngudi khac, gy ra su xau hé hodc bé mat. Mot sé hanh vi de doa
truc tuyén tham chi cé thé vugt qua ranh gidi thanh hanh vi bat hop
phap hoac toi pham.
Nhitng noi phé bién nhat xay ra bat nat trén mang la:

- Mang xa hoi, bao gom Facebook, Instagram, Snapchat, Twitter, v.v.

- Nén tang tro chai ndgi moi ngudi tuong tac va chia sé ndéi dung.

- Tin nhan.

- Email.

Nhirng ngudi tré tirng trai qua bat nat trén mang cé nguy cd tu lam hai
ban than hoac tu tu cao.

83% ngudi tre 60% ngudai tre
Cho rdng cac cong Chi'ng  kién  tinh
ty chuyén vé nén o oo trang bat nat trén
== tang mang xa hoi m‘n‘n‘ mang nhung khong

can phai can thiép can thiép.
vao van dé nay.

l'_'——-_-_‘__‘:__\_‘_\_\-‘-\-
83% tré em 1 trén 10 nan nhan
J_/ Do tudi tir 12 toi +_  S& théng béo cho
@ §17 bi bat nat -~ cha me hodc
&\“ trén mang. ngudi Idn dang tin
cay vé hanh vi

S
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Tra Ioi cau hoi sau: NO6i cac Nguy hai vdi dinh nghia cua né?

Mot hinh thirc bt nat dién ra trén cac thiét bj k§

1
11 .
11 .
mang ', thuat s6, nhu dién thoai di ddng, may tinh va may .
L tinh bang. :
B o i o i L I I R R R I R R R N I I RN R :
1 ! .
Cy Ze’_‘ . 1+ A form of bullying that takes place over digital 1
y Bully S . | devices, like cellphones, computers and tablets. :
1 1 1 '
rl;I:'-d """ 1 P s - aaaay i
. kr?l“ “rl‘? ; . 1 Hinh anh hodc video cé ndi dung bao luc, tinh duc, |
+ KNONGHANA v khigu dam hodc khdng lanh manh. :
, manh i ]
[ inapprogptes 1 o ol S it :
) Ft)p tp ., Graphic pictures or videos with content that is violent, |
et bl ' ' sexual, pornographic or is otherwise inappropriate.
r I:d- DUt AN 000 e YR . T B .
el nor']‘ | | V&n ban, hinh anh hodc video mang lai su si nhuc |
Jotl thu ' ! hodc phéan xét cdm thlu cho ngudi khac :

1

: Text, image or video that brings hate, humiliation or
1 judgement to people.

]

= = " .~ I B '~ e — — s ' 1
1 1 1 1
. Trom cép - o NV A M S
. danh tinh ., BPanh cap, chia se va/hoac su dung théng tin ca nhan |
: anh tin 't mét ngudi nao dé va sU dung né dé lam ton !
. S8 thuong ngudi d6 hoac hanh dong bat hgp phap. .
e === == L e B R R I el e el el el et L

Stealing, sharing or/and using personal information
from someone and using it to hurt a person or act
illegally.



3. Lam thé& nao dé bao vé ban than an toan truc tuyén?
a. Cong cu S.M.A.R.T. (Be S.M.A.R.T. online)

Cé bat ky quy tdc an toan Internet nao ban
phai tuan theo & nha hoac trong trudng hoc cua S
ban khéng? Ban cé nghi vé bat ky meo nao ma
cha me va gido vién khuyén ban ap dung khi
dang su dung dién thoai thong minh khéng?

Cac quy tdc an toan Internet cé thé khdng thud
vi nhat khi nghe hoac doc vé. Tuy nhién, chung
rat quan trong va sé giup ich cho ban va nhiing
ngudi khac. Internet ludn thay d6i va ludn cé
nhitng cdch méi va tét hon dé tat ca chang ta gilr
an toan khi truc tuyén. 5 cach thong minh
(S.M.A.R.T) quy tdc an toan Internet la nguyén
tac cd ban ban can ghi nhd khi truc tuyén.

AN TOAN Luu trir an toan bang cach cdn than khéng dua ra

(SAFE) thong tin ca nhan khi ban dang nhap truc tuyén. Thong
tin cd nhan bao gobm dia chi email, s6 dién thoai, mat
kh&u cua ban & bat ky thdng tin xac minh khac.

GAP GO Hen gdp mot ngudi ban chi quen trén mang cé thé

(MEETING) nguy hiém. Chi lam nhu véy khi cd su cho phép cula
phu huynh hodc ngudi bao hd va, chi khi ho cé thé 16
dién. Ban beé truc tuyén van Ia ngudi la, ngay ca néu
ban da ndi chuyén trong moét thdi gian dai.

NHAN Khong nén nhan cac email, tin nhan hodc files, hinh
(ACCEPTING) anh tu nhitng nguGi ban khong biét hoac tin tudng vi co
thé ching chra vi rat hodc ndi dung tuc tiu.

DANG TIN CAY M6t s6 ngudi cé thé ndi di vé ban than ho trén mang
(RELIABLE) va khong phai tat ca thong tin trén internet sé la su
that. Hay luén kiém tra lai théng tin bang cac trang
web, sach khac hay ngudi quen. Néu ban thich tam su
trén mang, tét nhat la chi véi ban bé ngoai ddi va gia
dinh cua ban.

NGi véi ba me, anh chi I6n (trén 18 tudi) hodc trudng
cua ban, néu moét ngudi nao dé hoac cé diéu gi lam ban
cam thdy khd chiu, 1am ban lo Idng hodc ban biét mot
ai d6 dang bi bat nat truc tuyén.
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b. Phat hién bat nat trén mang
Céac ddu hiéu moét ngudi dang bi bat nat trén mang:

Hanh vi trén Internet:

Danh nhiéu gid trén may tinh

Pdng clra s6 trén may tinh khi gap ai d6 vao phong.
Gill bi mat vé cac hoat ddng va tuong tac trén Internet.
Xem hinh anh hoac trang web dang ngd trén thiét bi.

Dau hiéu vat ly:

e Kho ngu va dau dau.

e bDau da day, chan an, nén nao.
e Khoéc khong co ly do rd rang.

Dau hiéu hanh vi:

Thi€éu quan tam dén cac su kién xa hoi.
Ha th&p long tu trong va thay ddi hanh vi.
Co hanh vi hoac thai d6 qua khich

Giam diém & trudng

Sg theo kip thoi quen hang ngay

c. Bao vé ngudi khac va hanh déng
Giao tiép ton trong: Trén mang, cac quy tac giao ti€p tudng tu dugc
ap dung nhu trong cudéc s6ng hang ngay. Bung viét hoac gui ndéi dung ma
ban cho rdng cé thé dé bj hi€u nham hodc cé thé lam tén thuong, phan
xét hoac lam bé mat ngudi khac. bung to ra thi€u tdén trong, ngay ca khi
ban khéng déng y véi quan diém cua ho.

Hiéu su khac biét van héa: Nhitng ngudi ban ndi chuyén va tuong tac
trén Internet cd thé dén tir cic noi khac nhau trén thé& gidi va cé quan
diém, tdn gido, dd tudi, gidi tinh va van hdéa khéc nhau. Can hi€u rang khi
ban viét hodc chia sé diéu gi d6, nhén th{rc cua chinh ban cé thé khac véi
nhitng ngudi khac. Ban cling dé hiéu sai moi th(r bdng v&n ban. Hay tur té&

'——Né’u bi€t trén mang.
Hay hanh dong: Cach tdt nhat dé gilp gilt cho Internet an toan la cap
nhat klen thu’c vé an toan truc tuyén va chia sé rong rai! Cang nhiéu
: ""ngu’cﬂ h|eu b|et vé an toan Internet, cang dé dang ngdn chdn cac van de.
/ Mbi khi ban gap mot tinh huéng khé khan trén mang, hdy nhé lai nhitng
gi ban da hoc dudc trong khda hoc nay. Tat ca chung ta hay giup gilr an
toan cho nhu’ng ngudi tré tudi khoi bi tén hai ¢ khdp moi ndi.
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d. Meo dé chdm dut bat nat trén mang

D6 khong phai  NE&u cé ngudi lién tuc d6i xr tan nhan, hung bao véi
I0i ciia ban ban, diéu do la bat nat va ban khbéng dugc tu trach
minh. Khong ai ddng bi d&i xr tan nhan nhu vay.

Khong tra Igi Thinh thoang mét su phan Ung chinh xac la diéu ma

hoac tra dia nhirng ngudi hung hang dang tim ki€m vi ho nghi rang
ho manh han ban, va ban khong mudn ti€p thém sic
manh cho nhirng ngudi bat nat ban.

Hay hanh déong Né&u ban thdy moét ai dang bat dau bat nat truc tuyén,
hay tu ch6i tham gia. Hay thuc hién hanh dong. Hay la
ban bé véi ngudi bi bat nat va hdy ndi cho ngudi I6n
ma ban tin tudng vé tinh hinh.

Tim kiém su Dac biét néu hanh vi badt nat thuc su lam ban khoé
giap do chiu. Ban xi'ng dang cé ai d6 ung hd minh. Hay ké
viéc nay v8i mot ngudi ban cua ban.

Lién hé vdéi S dung cac céng cu cdng nghé cé sdn. Hau hét cac

mot ngudi I6n  ('ng dung truyén théng xa hoéi cho phép ban block,

ban tin tuédng chdn mdt ngudi. Ban cling cé thé bdo cdo van dé cho
nén tang.

Bao vé tai Ping chia sé méat kh&u clia ban vdi bat c ai, ngay ca

khoan cua ban nhitng ban bé cta ban. Mat kh&u bao vé dién thoai cla
ban vi khéng ai cé thé sir dung méat khdu dé tac dong,
khéng ché ban.
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IV. HUONG DAN LAY CHUNG CHI AN TOAN TRUC TUYEN

1. Pang nhap hoac dang ky tai khoan
Truy cap: https://www.scout.org/

Pang ky:
e Chon dang ky (register)
e Dién cac thong tin sau:
Tén dang nhap (username)
Mat kh&u (password)
Email
Ho va tén (First name, Last name)
Chon quéc gia -> Vietnam (select country)
Chon ngbn ngi{t -> English (select language)
Tiéng me deé -> Vietnamese (spoken language)
Sd& thich HD (Scouting interest)
o Ngay sinh (Date of birth)
e Chap nhan cac quy dinh va dang ky (register)
e Kich hoat tai khoan qua email

o

©O 00 0O0O0OO

Pang nhap néu da co tai khoan:
e Chon dang nhap (log in)
e Dién tén dang nhadp/email (username or email) va mét khéau

(password)
e N&u quén méat khau:
o Chon quén mét kh&u (forgot password?)
o bién tén dang nhap/email (username or email) va ndp
(submit)

Kiém tra email d€ nhdn méat khdu méi dudc gui dén ban
P&ng nhap va dai lai mat khdu néu mudn.

2. Truy cap khoa hoc

Truy cap khoa hoc online:
%httfs:MWWW.scout.org[elearning beingsafeonline
\\f""_"“\

3. Hoan thanh khoa hoc va nhan chirng chi

Ban dich tleng Viét cha toan bd ndi dung khod hoc d3 cé sdn trong tai
f/ liéu nay. Hoan thanh toan b ndi dung va cau hdi trong khoa hoc.

Chon tai chu’ng chi (download certificate) dé nhén ching chi dudi
dang pdf Luu y tén trong chirng chi chinh la tén dung dé dang ky tai
khoan scout. org.
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https://www.scout.org/
https://www.scout.org/elearning_beingsafeonline

V. NGUON VA TAI LIEU THAM KHAO
1. Nguon
- Chudng trinh dao tao An toan khéi tac hai (Safe from Harm Modular

training programme): https://www.scout.org/SFH-Modules
- Khéa An toan truc tuyén (Safe from Harm online):

https://www.scout.org/elearning beingsafeonline

2. Cac tai liéu vé An Toan Khaéi Nguy Hai

Cac tai liéu dudc trich tU trang web scout.org

Moi hinh anh trong tai liéu trén déu dudc lay tu cac tai liéu bén dudi day:
- Chinh sach An toan khoi Nguy hai (Safe from Harm policy):
https://www.scout.org/safe-from-harm-policy

- Cobng cu tu danh gida An toan khoi Nguy hai (Safe From Harm
Self-Assessment Tool):

https://www.scout.org/sfh _assessment
- B0 cbng cu chdng bat nat (Safe From Harm Anti-Bullying Toolkit):
https://www.scout.org/Anti-bullying-toolkit

- Chinh sach An toan Qudc gia khéi Tac hai - Huéng dan (National
Safe from Harm Policy - Guidelines):

https://www.scout.org/NSO-SFH

Moi thong tin hd trg vé théng tin d&ng ky hodc dong gép vé cac ndi dung
nay, quy don vi c6 thé lién hé email jotajoti.hdvh@gmail.com hodc

Fanpage facebook.com/jotajotihdvn dé dugc hudng dan thém.

k%
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https://www.scout.org/SFH-Modules
https://www.scout.org/elearning_beingsafeonline
https://www.scout.org/earthtribe-manual
https://www.scout.org/safe-from-harm-policy
https://www.scout.org/sfh_assessment
https://www.scout.org/Anti-bullying-toolkit
https://www.scout.org/NSO-SFH

